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1. OBIIIME MOJIOKEHUS

Hacrosimee  Ilomokenue — ompenenser  TpeOoBaHusi 1O  oOecnedeHHto  0e30macHOCTH
aBTOMATU3UpOBaHHOW uMHGpopMmannoHHOW cuctembl (mamee - AMC) AHO II0 «Komiemxk
HpeANPUHUMATENIBCKUAX U IIU(PPOBBIX TEXHOJIOTHID (nasee — Onepatop).

AUC mnpexacraBnsger coboit IT-cucremy, npenHazHaueHHYIO s AaBTOMAaTH3allMM IPOLIECCOB
¢dopmupoBanus, 00pabOTKM ¥ aHanM3a WHPOPMALKMU IO OCHOBHBIM HANPABICHUSAM JESATEIHHOCTH
Omneparopa.

OcHOBHBIMU (YHKIMOHATBHBIMH Bo3MOKHOCTIMU AVIC OnepaTopa sSBISIOTCS:

- (opmupoBaHUEe, XpaHEHUE U OOHOBIICHUE CBEJICHUN O CTPYKTYPE YUSOHBIX TOpa3IeIICHHUH
Omnepatopa;

— (¢opmHpoBaHUE, XpaHEHHE M OOHOBJIEHHWE CBEIEHUM O NpenoJaBaTeIbCKOM COCTaBE U
COTPYAHHUKAX y4eOHBIX mopasnenenuii Oneparopa;

— (opMHpOBaHHE, XpaHEHHE W OOHOBICHHE CBEIACHUN 00 WHIMBUAYATBHBIX IIaHAX pPaOOTHI
IPEnoIaBaTeILCKOr0 COCTaBa,

— QopmupoBaHue, XpaHeHHE U OOHOBJICHHUE CBEJICHUN 00 yueOHOM (YyueOHO-TIPOU3BOJICTBEHHOM)
iane Omneparopa;

— (opMupoBaHHEe, XpaHEHUE U OOHOBJIEHUE CBEJICHNUN 00 YyueOHOM Harpy3Ke MpenoaaBaTeIbCKOTo
COCTaBa,

— (opmupoBaHue, XpaHeHHEe M OOHOBJIEHHME CBEJCHMH O HAayyHOH MU Yy4eOHO-METOAMYECKOU
OPOAYKIMH (METOANYECKHE PEKOMEH 1AM, yueOHbIe mocodus, MOHOTrpaduu, myOIuKalun)
IPEenoaBaTeIbCKOro COCTaBa;

— ¢dopMupOBaHUe, XpaHEHUE U OOHOBIIEHUE CBEACHUI 00 00YyYarOMIMXCs, MPOXOASAIINUX 00yUeHue
y Onepatopa;

— ¢opMHupOBaHUE, XpaHEHUE W OOHOBIICHHE CBEJICHUN O pe3yJibTaTax y4eOHOro mpoiecca (UToru
TECTUPOBAHUS, IK3AMEHOB);

— aHanuTUdeckas oOpaboTka MHPOPMALMU O MPOBEAECHUHN y4eOHOro mpolecca Kak 3a OTYETHBIN
Hepuo/J, TaK U O TEKyLIeH AeATeIbHOCTH YUeOHBIX noapa3aeneHuit Oneparopa.
B xauyectBe nHpopmanun, nogaexkamei samure B AUC Oneparopa, paccMaTpuBalTCs:

— MEepCOHANIbHBIE  JaHHbIE  MPENOJaBATEIbCKOTO COCTaBa U COTPYJIHUKOB  y4eOHBIX
MoApa3IeICHHM;

— TEPCOHABHBIC TaHHBIC 00YYAIOIIMXCS, IPOXOISIINX U IMPOMIEAIINX 00yUeHHE; —

NEePCOHANIbHBIE TAHHBIE aIMUHUCTPATUBHO-XO3SIIICTBEHHBIX MMOAPA3ACICHUM.

[Tpu oGecnieuennn 6€30MaCHOCTH MEPCOHANBHBIX JaHHBIX B MH(GOpMalMOHHOHN cucteMe OnepaTop
PYKOBOJICTBYETCSl CJIEAYIOUIMM: BBIOOp CpEICTB 3alluThl HMH(OpPMALMU JUIsI CHCTEMBI 3aIIUTHI
MEPCOHANBHBIX TAHHBIX; OMpEAeNieHNe THUIa yrpo3 0e30MacHOCTH MEePCOHANBHBIX JaHHBIX, AKTYaIbHBIX
JUTsl U”HQOPMALIMOHHOM CUCTEMBI; YCTaHOBJIEHUE U O0eCIieueHre YPOBHS 3aIIUIIEHHOCTH IEPCOHAIIBHBIX B
nH(GOPMaILMOHHON cucTteMe mnpous3BoauTcss OnepaTopoM B COOTBETCTBUU C TpeOOBaHUSIMH K 3alluTe
MEPCOHANBHBIX JAHHBIX NpHU UX 00paboTke B HMH(GOPMALMOHHBIX CHCTEMax MEPCOHAIBHBIX TaHHBIX,
yTBEpKAEHHBIX TocTaHoBIeHUeM [IpaButenbctBa PO ot 1 HosiOps 2012 1. N 1119.

OCHOBHBIMHU TPYIIaMU YIpo3, Ha MPOTUBOCTOSIHUE KOTOPHIM HAIpaBJCHBI LIEU U TPeOOBaHUS

0E30IMaCHOCTH, SIBIISTIOTCS:
— yIpO3bl, CBS3aHHBIC C OCYMICCTBICHHEM HECAHKIIMOHHPOBAHHOTO JOCTyMa (O3HAKOMJICHHUS) C

uHpOpMaIKeH, conepKalieil CBeIeH!sI O IEPCOHANBHBIX JaHHBIX PAa0OTHHKOB W O00YyYaroIIUXCs, TIPU ee
00paboTKe M XpaHEHUH;



— yrpo3bl, CBS3aHHBIE C HECAHKIMOHMPOBAHHBIM KONHMPOBAHWEM (XHICHHEM) HWH(GOpPMAIHH,
COJIepKaIIei CBEACHUS O MEPCOHANTBHBIX JAHHBIX pAOOTHUKOB U 00YUAIOIINXCS;

— YIpo3bl, CBA3aHHBIE C OCYIIECTBICHHWEM JOCTyNa K MH(pOpPMAalWHU, COAepKalled CBeIeHHUS O
IEpCOHANBHBIX JAHHBIX Pa0OTHUKOB U oOyuaromuxcs, 0e3 paspelleHus Ha TO ee Biajenbla (cyobekra
NEePCOHAJIbHBIX JaHHBIX);

— YIpo3bl, CBSI3aHHBIE C HAPYLICHUEM MOPsIKa TOCTyNa K UH(OpMAINH, CoJiepKalleil CBeIeHHs O
NEPCOHAIBHBIX IaHHBIX PaOOTHUKOB M 00yUaIONIMXCs, IEPEaaBaeMOi 3aMHTEPECOBAHHBIM JINIAM;

— YI'pO3bl, CBA3AaHHBIC C IICPCXBATOM I/IHCI)OpMaI_[I/II/I, conepmameﬁ CBCACHUA O IICPCOHAJIBHBIX
JaHHBIX pa6OTHI/IKOB n 06yqa101111/1xc>1, N3 KaHaJIOB TIepcAadyn HOaHHBIX C HCIOJB30BAHUCM
CHICITUAJIM3UPOBAHHBIX ITPOTrPaAMMHO-TCXHUYCCKUX CPCICTB,

— YIpO3Bbl, CBS3aHHBIE C TOTEpei (yTpaToil) nHOpMaIiH, COIepIKaIlIeil CBEICHUS O IEPCOHATBHBIX
JAHHBIX PAaOOTHUKOB M OOYy4YaroLIMXCs, BCIEACTBUE cOOEB (OTKAa30B) MPOTPAMMHOIO M ammapaTHOTO
obecreyeHus;

— yrpo3bl, CBSI3AHHBIE C BHEAPEHUEM KOMIIBIOTEPHBIX BHUPYCOB M JIPYTOro BPEIOHOCHOIO
MIPOrpaMMHOTO 00€CTICUeHNUS;

—  YIpo3bl, CBSI3aHHBIE C OCYIICCTBICHUEM HECAHKIMOHUPOBAHHBIX HWH(POPMAIMOHHBIX
BO3JICHCTBUI (HAmpaBIEHHBIX Ha «OTKa3 B OOCITYyXHBAaHUM» I CEPBHUCOB, MOAU(PHUKAIUIO
KOH(QUTYPAIIMOHHBIX JIaHHBIX TMPOTPAMMHO-AIMAPATHBIX CPEICTB, MOAOOp ayTeHTU(DUKAIMOHHOU
uH(pOpMAIUH U T.I1.).

@OyHKIHOHABHBIE TPeOOBaHNs 6€30M1aCHOCTH 0XBATHIBAIOT:

— TpeOOBaHUA K OCYIIECTBICHHUIO ayAuTa OE30MaCHOCTH;

— TpeOoBaHUsI K 00ECIIEUEHHUIO MOUTMHHOCTH CYOBEKTOB 0OMEHAa MH(POpPMAIIHEH;

— TpeOOBaHUsI K KPUTITOTpa)UIECKON MOACPIKKE;

— TpeOOBaHUs K 3allMTe HH(POPMAIUH, COJCPXKANICH CBEICHUS O TMEPCOHAIBHBIX JaHHBIX
pabOTHUKOB U 00YYAIOIIUXCS;

— TpeOOBaHUs K UACHTHU(PHUKAIIMY U ayTeHTUPHUKAIMK nojb3oBareneit AVC;

— TpeOOBaHUs K YIPaBICHUIO 0€301MaCHOCTHIO; — TpeOOBAaHMUS K 3aIIUTE
CUCTEMBI 0€30I1aCHOCTH.

2. OCHOBHBIE @ YHKIIMOHAJIBHBIE BO3MOKHOCTHU AUC, CBSAI3AHHBIE C
OBECIIEYEHUEM BE30IMACHOCTH (BAIIIUTON HH®OPMAIINN)

2.1. 3amuTa JaHHBIX M10JIb30BATEJIs

AUC nomxHa OCYHIECTBIATh (PYHKIMH M TIOJIMTUKY H30MPATEIbHOTO (JAMCKPEIMOHHOTO)
yhopaBieHus: 1ocTynoMm. M30upaTenbHoe ympaBlieHHE JOCTYNIOM JOJKHO NMPEAOCTaBISATh BO3MOMXKHOCTD
OTpPaHUYMBATh W KOHTPOJUPOBATh JOCTYN K CHCTeME M K HH(pOpPMALUHU, COAepXalleil CBEACHUS O
IIEPCOHAJIBHBIX JAHHBIX.

Kaxnpiii [Tonp3oBarens, neitaomuiics noiayuuth noctyn K AWMC, cHadana JOJIKEH NMPOXOIWUTH
HpoLenypy UASHTU(PUKALNY U ayTeHTU(UKALIUY, a 3aTeM, IIPU MONBITKAX IOJy4YeHUs JOCTYIIa K aKTUBaM,
— aBTOPU3ALIMIO, T.€. MPOBEPKY pasperieHuii [loap30BaTesns 10 OTHOMIEHHUIO K KaKOMY-JIN0O 3aIIUIaeMOMY
aKTUBY.

B AUC nocryn k uHdopManmuu IOKEH OBITh pa3pellieH TOJNbKO YIOJIHOMOYEHHBIM Ha 3TO
[Tonb3oBarensm. Mogaens 3ammtsl AUC noikHa BKIIIOYaTh KOMIIOHEHTBI, KOTOPBIE PEATU3YIOT KOHTPOJIb
cyOBEKTOB J0CTyNa, AEMCTBUM, MPEAIPUHUMAEMbIX KOHKPETHOMN CYIIIHOCTBIO MO OTHOIIEHUIO K OOBEKTY
JocTyma.



Kaxnpiii 00bekT noctymna, npeacraBieHHslii B AVC, nomkeH ObITh OJJHO3HAYHO aCCOIMUPOBAH C
HaboOpoM aTpuOyTOB OE€30MACHOCTH, OMPEICIAIONUX Oe30MacHOCTh 3alIuIaeMoro oobekTa. J{aHHBIN
HaOop aTpuOyTOB NOJDKEH (HOPMUPOBATHCS MPU CO3JAHWU OOBEKTA M BIIOCICACTBHU MOXKET MEHSTHCS.
W3meneHne nx 3Ha4€HUH T0HKHO OBITH 00ecriedeHo TobKo [Tomp30BaTessiM, UMEIOIIMM CTaTyC BIIaeNbla
00BEKTa, a TAKXKE CyOBEKTaM, KOTOPBIM MIPEIOCTABICHBI COOTBETCTBYOIIUE TTOJTHOMOYHSI.

[IpaBa noctymna cyOBeKTOB K 0OBEKTY JOJKHBI ONPEAENAThCS MOCPEACTBOM CIIMCKA YIPaBIECHUS
AOCTYIIOM. Crucok yYOpaBJICHUA OOCTYIIOM MOOJDKCH BKIIIOYATh IICPCUCHBb HOJIL?)OBaTe.Hef/'I, KOTOPBIM
paspelieH J0CTyI K 00bEKTY, a TAKXKEe Ha0OP IOMyCTUMBIX HaJl 0ObEKTOM JCHCTBUIA.

2.2. Ayt coObITHIi 6€30NACHOCTH

ANC nomxHa obecneunBaTh HAOOP CPEICTB ayAWTa, MpEIHA3HAUEHHBIX Ui MOHHUTOPHHTA U
oOHapyXeHHs He)KeTaTeNbHBIX YCIOBUI, KOTOPhIE MOTYT BOZHUKHYTh, & TAK)KE COOBITHII, KOTOPHIE MOTYT
NPOM30UTH B cHCTeMEe. MOHHMTOPUHI OTHOCSIIUXCS K OE€30MacCHOCTH COOBITHH JIOMKEH MO3BOJISATH
oOHapyXuBaTh HapyluTeseil O0e30MacHOCTH, a TaKXKE BBISBJISATH IOIMBITKH HECAHKIIMOHUPOBAHHOTO
noctyna kK AVC unu noctyna Kk 3amuiaeMoil nHGopmamuu. B yactHocTH, onpenessis NOJUTHKY ayIuTa,
yHoJaHOMOYeHHbIN anMuuuctparop AUC nomkeH MMeTh BO3MOXHOCTh OCYIIECTBISTH ayJIUT TOJIBKO
HEOOXOJUMBIX THUIIOB COOBITHI OE€30MaCHOCTH, TAaKWX KaK HEeyJayHble TOMBITKH MOJKIIOUEHUS
nosib3oBateneit k AUC. 3anuck pe3yabTaToB ayauTa COOBITHI 0€30MacHOCTH JIOJKHA OCYIIECTBIISATHCS B
JKYpHAJIBl PETUCTpAllMM COOBITUH ayauTa, OOCTYH K KOTOPOMY JOJDKEH OBITh pPa3pelieH TOIbKO
ynoiaHoMoueHHOMY agmuHucTpaTopy AUC. TIpocMOTp KypHaIOB perucTpauuy CoOObITHI ayauTa JOKEeH
BBITIONHSETCST ¢ UCIoyib3oBaHueM cpenctB AVUC (crenuanu3upoBaHHBIX HHCTPYMEHTAIBHBIX CPEACTB).
JlanHble cpeacTBa AOJDKHBI MPEJOCTaBIATh BO3MOKHOCTH MOHUTOPUHIA U PETUCTPALUU TOJIBKO TEX
COOBITHI ayAuTa, KOTOPBIE YAOBIETBOPSIOT 33/JlaHHBIM KPHUTEPHUSM, YTO MO3BOJIUT OTPAHUYUTH 00BEM
JTAHHBIX, COOMPAEMBIX O COOBITUAX O€30MaCHOCTH.

2.3. Unentuuxanus v ayreHTUGUKAIUA

AUC nomxHa TpeboBaTh, 4TOOBI BCE CYOBEKTHI JOCTYIA YHHKAJIBbHO HICHTH()HUIMPOBAIUCH U
ayreHTHU(uIupoBanuce npu goctyne k AMC ¢ nomompro BBoJa HIACHTH(UKATOpa U Hapods.
WnenTudukanys M ayTeHTH(PHUKALMSA JOJDKHBI OCYLIECTBIATHCS A0 BBIIOJIHEHUS CyOBEKTOM J0CTyIa
kakux-nmubo aevicteuil. AVC nomxHa nonanepkuBaTh ayTeHTH(ukanuio [lonb3oBaTeneil BMecTe ¢ MX
aBTopu3auueit. IlpenycmaTtpuBaercsa, uto aBTopu3zauus I[lomb3oBaTeneidl mMpeacTaBiaseT HaydalbHBIN
YPOBEHbB ISl pa3pelieHust JOCTYIa K JIOKAIbHBIM U CETEBBIM peCypcam.

AUNC pomknHa obecrnieuynBaTh XpaHEHUE Mapojei B mpeoOpasoBanHoM (opmare. AUC nomkHa
IpPEJOCTaBIIATh CpPEACTBA YCWIEHHs O€30IIaCHOCTH Maposied 4Yepe3 MCIOJIb30BaHUE MEXaHHU3MOB,
HO3BOJISIIOIIUX OINPENEIUTh MUHUMAJIBHYIO JUIMHY, BpeMs JeHCTBHUA (MMHUMAJIbHOE M MaKCUMAJIbHOE),
3a/1aTh TPEOOBaHNE YHUKATHHOCTH (HETTOBTOPSIEMOCTH) U BPEMSI CMEHBI TTapOJIsl.

ANC nomkHa MpenoCTaBiIATh MEXaHU3M OJIOKMPOBAHMs YYETHOW 3alMCH IOJb30BaTENs IOCIe
OTIpeJIeIEHHOI0 KOJINYECTBA MOMBITOK BBOJIA HEMIPABUIBHOIO UMEHU W/WIIU MapoJsl MOJIb30BaTeNs 10 ee
pa3onmokupoBanus agMuHUCTpaTopoM AMC WM 1O WCTEYCHWH BPEMEHHU NEHCTBUS, 33aJaHHOTO IS
CYETYHKA OJIOKUPOBKHU.

2.4. 3amuTa cucTeMbl 0€30MaCHOCTH

AUC nomxkHa TMNpeAoCTaBIATH pPsSA  BO3MOXKHOCTEH st OOecnedeHus 3alluThl CUCTEMBI
Oc3omacHoCTH. M30ysIHst TIPOIIECCOB W TOJACPXKAHKS JTOMEHA OC30MMaCHOCTH JOJDKHBI O0ECTICUnBAThH
Oe3zonacHoe BhIMONMHEeHWE (QyHKIUK cucteMbl Oe3zonmacHOCTH AMWC. B03MOXHOCTH OCYIIECTBIICHUS
NEPUOANYECKOTO TeCTUpOBaHUs cpenbl (yHkunonupoBanus AWC (ammapaTHOW 4yacTw) U COOCTBEHHO



camux (yHKuuil cuctemsl 6e3omnacHoctH AWC nomkHO ofecrnedyuBaTh MHOJJIEpPKAHUE YBEPEHHOCTH
aagmuauctparopa AMWC B 1eTOCTHOCTM M KOPPEKTHOCTH (PYHKIMOHUPOBAHUS (YHKLUUH CHUCTEMBI
0€30I1aCHOCTH.

3. OCHOBHBIE ®YHKIIMOHAJIBHBIE BO3MOKHOCTH MOBBILIEHU ST
HAJIEKHOCTH

AUC nomxkHa obecrieunBaTh HAJASKHYIO 3aIIUTY JAHHBIX OT HEMPEIBUICHHBIX COOEB MIIM OTKA30B
CHUCTEMBI, 00eCTIeUrBas CICAYIOIMINE BO3MOKHOCTH TI0 TTOBBIIIIEHUIO HAJIEKHOCTH.

3.1. Pe3epBHOE KOMMPOBAHHE TAHHBIX

B AUC npomkHbl BXOAUTH CTaHAAPTHBIE CPEACTBA NPENOTBpALICHUS MOTEPU AAHHBIX U HUX
BOCCTAHOBJICHUS B CJIy4ae BO3MOXKHBIX cO0eB. MMmeroiuecs cpecTBa pe3epBHOTO KOMUPOBAHUS JTOJKHBI
npenocTaBisaTh [loap30BaTeNsiM BO3MOKHOCTh BBIOOPA Pa3NIUYHBIX CTPATErHil Pe3epPBHOTO KOMMUPOBAHMSI,
obecreunBarouX HeOOXOAUMBIM YPOBEHb 3alIUTHl JAHHBIX B CIydae BO3HHKHOBEHHS COOEB B padote
cucteMbl, ipu 3ToM [lonp30oBarensiM JTOJDKHA TPEIOCTABISATHCS BO3MOXKHOCTH BBITIOJTHEHHS PE3EPBHOTO
KOIMUPOBAHUs JaHHBIX HA HECHEMHBIE U ChEMHbBIC YCTPONUCTBA XPAHCHHUS.

3.2. BoccTaHoBJIEHHE CHCTEMbI

DyHKIMOHAIBHBIC BO3MOXXHOCTH BOCCTAHOBJICHHSI CHCTEMBI JIOJIXKHBI ITO3BOJIATH Bo3BpamaTh AVC
B COCTOsIHUE, MpeiiecTByomiee coor. [Tpu a3Tom B AVC He J0/KHO TPOUCXOIUTH MOTEpH (JIMOO0 MoTepH
JIOJKHBI OBITh MUHUMAITbHBI) M HCKAXKEHUS JTaHHBIX.

3.3. CpeacTBa aAMMHHCTPUPOBAHMSA, YIIPABJICHHUS U MOIAEPKKH

B cocraB AUC nomxHBI OBITH HHTETPUPOBAHBI TpadUUeCcKie CPeACTBA AAMHUHUCTPUPOBAHUS H/HITN
YTHJIMTBI KOMaHJIHOW CTPOKH, obecnieunBaroniue 3(hPeKTHBHOE MOTHOMACIITA0HOE U THOKOE yIpaBlICHHUE
(B TOM 4YHCJIE MOHUTOPHHT).

4. CPEJA BE3OITACHOCTHU AUC

4.1. Moaeau yrpo3, xapakrepHbie 1Js1i AUC

4.1.1. OcymecTBiieHHE HECAaHKIIMOHUPOBAHHOTO O3HAKOMJICHHSI C MEPCOHAIBHBIMU JTAHHBIMU
PabOTHUKOB M 00yYaIOLTUXCS.

HNcToYHUKH YrPo3bl — BHENTHUM 3JI0YMBIIUICHHUK.

Crnoco6 (MeTo1) peayM3anum yrpo3bl — niepexBat HHGOPMAITUU U3 KaHAJIOB Mepeadl JaHHBIX C
UCIOJIb30BAaHUEM CIEIIMATN3UPOBAHHBIX MTPOrPAMMHO-TEXHUYECKHUX CPEJICTB.

Hcnonb3yemble yA3BUMOCTH — BO3MOKHBIE HEIOCTATKH MEXaHM3MOB 3alIUTHl HH(OpMaIUK mpu
ee mepejave MO KaHajaM Iepeauyd JaHHBIX, CBS3aHHbIE C BO3MOKHOCTHIO HECAHKIMOHHPOBAHHOIO
03HaKOMJICHUS C TepeaBaeMoi nHGopMaluelt TpEeThUX JIHII.

Buja undopmanum, noTeHUMAJIbLHO MOABEPKEHHOH Yrpo3e — epCoHaNIbHbIE TaHHbIC
pabOTHUKOB M 00YYaIOIIHXCS.

Hapymiaemoe c¢BoiicTBO 0€3011aCHOCTH — KOHPUACHITUATHHOCTD.

Bo3mo:kHBIE MOCIeACTBHA Peau3aiiuu yrpo3bl — HAHECCHHSI MOPAJIBLHOTO W/WIIH MaTePUATBHOTO
yiiep6a nuity, Gurypupyromnemy B nepexBadeHHoi nadopmanuu. HaneceHne KOCBEHHOTO MaTEPUATLHOTO
yriep0a o0pa3oBaTeIbHOMY YUPEKICHHUIO.

4.1.2. OcymiecTBlieHHEe HECAaHKIIMOHUPOBAHHOTO O3HAKOMIIEHHMSI C TMEPCOHAIbHBIMH JaHHBIMU
pabOTHUKOB M 00YyYArOIIUXCS ¥ UX MOAU(UKALKA (B TOM YHCIIE IOJMEHA).

HMcTouyHnKH yrpo3bl — BHEITHHA 3I0YMBIIIIJICHHHK.



Cnoco0 (MeToa) peanu3anuu Yrpo3sl — repexsar nH(GOpMaIMy U3 KaHAJIOB Mepeavyn TaHHBIX C
UCIIOJIb30BAHUEM CIICIIUATM3UPOBAHHBIX MIPOTPAMMHO-TEXHHUYECKUX CPEIICTB; MOTU(DUKAIHS (B TOM YUCIIC
MO/IMEHA) MepeXBaYCHHON HH(POPMAIIMK W HAaBSI3bIBAHKE JIO)KHOU MH(OpPMAITUH.

Hcnonb3yemble yI3BUMOCTH — HEJJOCTATKA MEXaHU3MOB 3alTUTHl HH(OPMALIUU MIPH €€ Tiepeayde
10 KaHaJlaM TiepeJjavyd JaHHBIX, CBSI3aHHBIC C BO3MOXKHOCTBHIO HECAaHKIMOHHPOBAHHOTO O3HAKOMJICHHS H
Moupukanuy (B TOM 4Hciie TOAMEHBI) IiepeaBaeMoi HHGOpMaluu.

Bua undgopmanum, noTeHUMAILHO MOABEPKEHHOH YIPo3e — ePCOHAJIbHBIC TAaHHBIC
PaOOTHUKOB M O0YYarOIIIMXCA.

Hapymaemsle cBoiicTBa 6€30MaCHOCTH — KOH(PUICHIIMATBHOCTD, LEIOCTHOCTb.

Bo3mo:kHbIE MOC/IeACTBHA peaTu3aiiu yrpo3bl — HAHECCHHSI MOPAIBLHOTO W/WIIH MaTePUATBHOTO
ymepba mnuily, (GUrypupyionieMy B IepexBaueHHOW HWHGOpPMAlMU U3-32 HECAHKIIMOHUPOBAHHOTO
packpeITUsl KOHQUACHIMATHLHOW WH(DOPMAIIMKA WM PACcCTPOCTPAHEHUS PACKPBITBHIX NaHHBIX. HaHeceHue
KOCBEHHOT'O MaTepUAIBHOTO yIiepOa 00pa3oBaTeIbHOMY YUPEKICHUIO.

4.1.3. HapymeHue AOCTYNHOCTH, yTpaTa WIM HCKa)XEHHE MPEAOCTaBISIEMbIX MEepCOHATbHBIX
JTaHHBIX PAOOTHUKOB W OOYYArOIIMXCS BCIEACTBHE COOEB (OTKa30B) MPOTPAMMHOTO W AammapaTHOTO
oOecrieyeHus.

HMcTouyHnKH Yrpo3bl — IPOrpaMMHOE U allllapaTHOE 00eCIeUeHHE.

Cnoco6 (Meron) peanu3anum Yrpo3bl — cOou (OTKa3bl) MPOrPAaMMHOTO U aIIapaTHOTO
obecrieyeHus.

Hcnonb3yemble yI3BUMOCTH — HEJJOCTATKH MEXaHU3MOB 00eCleueHHs JOCTYIMHOCTH TpeOyemoi
WH(POPMAITNH, CBSI3aHHBIC C BO3MOXHOCTBIO OJIOKHPOBAHHS TMPEIOCTABICHUS HWH(POpPMAIUK Ha
HEIOMyCTUMOE BPEMsI.

Buja undopmanum, noTeHUMAJIbLHO NMOABEPKEHHOH Yrpo3e — epcoHaIbHbIE TaHHbIC
PaOOTHHUKOB M 00yYaeMBbIX.

Hapymaemoe cBoiicTBO 6€30MaCHOCTH — JOCTYITHOCTh, JOCTOBEPHOCTD.

Bo3MoskHbIe MOCJIEACTBUS peaju3aluu yYrpo3bl — HapYyIIeHHE CO CTOPOHBI 00pa30BaTEILHOTO
YUpEXKIIEHUSI B3STHIX Ha ce0si 00s3aTeNnbCTB MO OOpabOTKE MEpPCOHANBHBIX JAHHBIX PAOOTHHKOB H
O0yJaromUXCcsl W MOXET TPUBECTH K TMPAMOMY WM KOCBCHHOMY MaTepHAIBHOMY yIIepOy
00pa30BaTeNbHOMY YUPEKICHHIO.

4.1.4. HapymieHue COTJIacOBaHHOCTH JaHHBIX B TEPCOHAJBHBIX JaHHBIX pPAOOTHUKOB U
00y4JaromuXxcst BCJIEICTBHE cOOEB (0TKA30B) MPOTrPAMMHOTO U AIAPATHOTO 00ECIICYSHHUS, a TAKKE OIMTUO0K
nepcoHana 00pa3oBaTEILHOTO YUPEKIACHUSI.

Hcrounuku yrpo3bl — NporpaMMHOE U anmnapatHoe obecriedeHue, MepcoHai 00pa3oBaTeIbHOIO
YUpEXKICHUS.

Cnoco0 (MeToa) peaau3zanuu yrpo3bl — cOou (0TKa3bl) IPOrpPaMMHOTO 0OECTICYEHHS U OIIUOKU
nepcoHana 00pa30BaTEILHOTO YUPEKIACHUSI.

Hcnonb3yemble yI3BUMOCTH — HEJJOCTATKU MEXaHU3MOB 00€CTIE€UEHUS! COTJIACOBAHHOCTH JIaHHBIX
B b/ AVC, cBa3aHHBIE C BO3MOKHOCTBIO HAPYIIEHHS COTIACOBAHHOCTH.

Buja undopmanum, NoTeHUMAJIbLHO MOABEPKEHHOH Yrpo3e — epcoHaIbHbIE TaHHbIC
pabOTHUKOB M 00YYaIOIIHXCS.

Hapymaemble cBoiicTBa 6€301aCHOCTH AKTHBOB — JIOCTOBEPHOCTD, IEJIOCTHOCTD.

Bo3mo:xHbIE MOC/IeICTBUS Peain3alMi YIrPo3bl — PAcCOracOBaHKUE B MEPCOHANBHBIX JaHHBIX
paboTHHKOB U 00y4aembix, xpaHumbix B bJ[ AVC, 4To, B CBOIO ouepelb, MPUBEAECT K BO3ZMOKHOMY
HaHECEHHUS MOPAIBHOTO W/WII MaTepUAIBLHOTO yiepoa 00pa30oBaTEIbHOMY YUPEKICHHIO.



4.1.5. OcymecTBiieHHe 10CTyna (03HAKOMJIEHHs) C MEPCOHAIBHBIMU JaHHBIMM OOYydarolerocs,
XpaHuMbIMH U oOpabateiBaeMbiMU B AWC, Ge3 corutacusi cyObeKTa NepCOHAIBHBIX JaHHBIX WIM OKOHYaHHS
CpOKa JIeHICTBHS TAKOT'O COTJIACHsl.

HcTouyHnkH yrpo3sl — yHOJHOMOYEHHBIE HA JIOCTYIN K HEPCOHAIbHBIM JAAHHBIM BHYTPEHHHUE U
BHEIITHHUE MTOJIb30BATEIH.

Cnoco0 (Meroa) peanu3aluM yrpo3bl — OCYLIECTBIEHHE JOCTyla K NEPCOHAJIBHBIM JaHHBIM
o0yyaroImuxcs ¢ HCHOJIb30BAHMEM INTATHBIX CPEJCTB, IMPEIOCTaBISAEMBIX IPOTrPaMMHO-aINIapaTHBIM
obecneuenueM ANC.

Hcnoab3yemble ySI3BUMOCTH — HEJAOCTATKM MEXAaHU3MOB 3alllUThl IEPCOHAJIBHBIX JaHHBIX
00ydJaromerocsi, CBA3aHHbIE C BO3MOXXHOCTBIO JIOCTYIla K HUM 0€3 NMHUCHhMEHHOTO COTJachs CyObeKTa
NEePCOHANBHBIX JIAHHBIX WJIH [IOCTIE OKOHYAHUS CPOKa €ro ACHCTBUS.

Buja nndopmanyuu, N0TEeHIHATBHO NOABEPKEHHON YIpo3e — [IepCOHAIbHbBIC JaHHbIE
oOyyJaronuxcs.

Hapymaemble cBoiicTBa 0€301aCHOCTH — KOH(PHUICHIINATLHOCTb.

Bo3MoxkHbIe TOCJIEACTBHSI Peaqu3alMu yYrpo3bl — HECAHKIMOHMPOBAHHOE O3HAKOMJICHHE C
NEepCOHANBHBIMM JaHHBIMU BEJIeT K HAHECEHHI0 MOpPAJbHOTO W/WIM MaTepuanbHOro yuiepba
oOyuJaromemMycs u3-3a HECAaHKIIMOHUPOBAHHOTO PACKPHITHS KOHPUACHIINATHLHON HHPOpMAITUH.

4.1.6. Baenpenue B MHGOPMAIIMOHHYIO CHCTEMY OO0Opa30BaTEIBLHOTO YUYPEKICHUS BHUPYCOB H
JPyroro BPeAOHOCHOTO MPOrpaMMHOI0 oOecreyeHus MpH B3aUMOJEHCTBUU C BHEIIHUMH CHUCTEMaMH, a
TaKKe TOJIH30BATEISIMA C HOCUTENEH MHPOPMAILINHU, UCTIONB3YEMBIX Ha aBTOMAaTH3WPOBAHHBIX Pab0vHMX
MeCTax.

HcTounnku yrpo3sl — BHYTPEHHHUE OJIb30BATENIN U MEPCOHA 00pa30BATENBHOIO YUPEXKICHHUS,
BHEIIIHUE CUCTEMBI.

Cnocod (Merox) peanu3aluM Yrpo3bl — BHEIpPEHHE BHPYCOB M JIPYrOro BPEIOHOCHOTO
IPOrpaMMHOr0 OOECHeueHusT MpH B3aUMOJEWUCTBUM C BHEUIHMMM cucteMamu (¢ailioBelii oOMeH,
3JIEKTPOHHAs IMOYTa M T.I.), a TaKXKe IPH HCIOJb30BAaHMM CHEMHBIX HOCUTENeH uH(popManuu Ha
aBTOMAaTH3UPOBAHHBIX Pa0OYMX MeCTax.

Hcnoab3yemble yA3BUMOCTH — HEIOCTATKH MEXaHM3MOB 3alIUTHl WH(OPMAIIMOHHON CHCTEMBI
00pa30BaTENBHOIO YUPEXKJCHHUS OT BHEAPEHHS BHPYCOB U JPYroro BPEJOHOCHOTO MPOTrPaMMHOIO
o0ecrieueHns1, CBsI3aHHBIE C BO3MOKHOCTHIO BHEJIPEHHSI BUPYCOB U IPYTOr'0 BPEJIOHOCHOTO TPOTPAMMHOTO
o0ecreyeHusl.

Bua uHpopManuu, MoTeHUHMAJIbHO NOABEP:KEHHOH Yyrpo3e — IporpaMMHOe oOecreyeHue
WH(POPMAITMOHHON CUCTEMBI 00Pa30BaTEILHOTO YUPEKICHUS.

Hapymaemoe cBoiicTBO 0€301aCHOCTH AKTHBOB — 11€JIOCTHOCTb.

Bo3MoxkHbIe MOcC/IeICTBHSA pealu3alui Yrpo3bl — HapylICHUE PEXUMOB (YHKIIMOHMPOBAHUS
UH(POPMALMOHHON CUCTEMBI 00Pa30BaTEILHOTO YUPEKCHHUS, TOTeps (yTpaTa) U HCKaXKEHUE HHPOPMALINH,
CHIDKEHHE YPOBHSI 3aIIMIIEHHOCTH HH()OPMAITMOHHON CUCTEMBI 00pa30BaTeIbHOTO yupexaeHus. Benet k
BO3MOXXHOMY MaTepHallbHOMY yIiepOy 00pa30BaTeIbHOMY YUPEXKICHHIO.

4.1.7. OcyuiecTBieHUE HECAaHKIIMOHUPOBAHHBIX MH()OPMAIIMOHHBIX BO3ACUCTBUM (Moaudukanus
KOH(UTYypallMOHHBIX JaHHBIX HPOTPaMMHO-aNNapaTHBIX CPEACTB, MOAOOp ayTEeHTH(PHUKAIMOHHOM
UHPOPMALIUYU U T.II.) HA UH(OPMAIIMOHHYIO CHCTEMY 00pa30BaTENbHOIO YUPEXKIEHHs, OCYILECTBIAEMBIX
U3 BHEITHUX CHCTEM.

HcTounnku yrpo3bl — BHEIIHUE 3JI0YMBIIIUIEHHUKH, BHEIIIHUE CUCTEMBI.

Cnoco6 (MeToa) peaju3alu yrpo3bl — HECAHKIIMOHUPOBAHHBIE HHPOPMALIMOHHbIE BO3ICHCTBUS
C MCIIOJIb30BAaHUEM CIIELUAIN3UPOBAHHOIO IPOrPAMMHO-ANNAPAaTHOTO 00eceyeHusl.



Hcnoab3yemble yA3BUMOCTH — HEJOCTATKH MEXaHM3MOB 3alUThl MH(OPMAIIMOHHON CHCTEMBI
00pa3oBaTENbHOTO YUPEKACHUS OT HECAHKIIMOHUPOBAHHBIX BHEITHUX BO3CHCTBUM.

Bua undopmannu, NOTEHUHAJBHO IOABEP:KEHHOM YIpo3e — IIPOrpaMMHO-AIAPaTHOE
o0ecrieyeHre NHPOPMALMOHHOM CUCTEMBI 00Pa30BATEIBHOIO YUPEKICHHUS.

Hapymaemsle cBoiicTBa 0€301aCHOCTH AKTHBOB — KOH()UICHIIUAIBHOCTD, LIETOCTHOCTD.

Bo3MoxkHbIe MOC/IeICTBUS pealu3alui yrpo3bl — HapylICHUE PEXUMOB (YHKIIMOHMPOBAHUS
MHQOPMALIMOHHON CHCTEMBI 00pa30BATENBHOTO YUPEXKAEHUS, CHWKEHHE YPOBHS 3alUILEHHOCTH
UH(QOPMALIMOHHOW CUCTEMBI 00pa30BaTEIBHOTO YUPEKICHUA. Bemer K BO3MOXKHOMY MaTepHaTIbHOMY
yiepOy 00pa3oBaTeIbHOMY YUPEKICHUIO.

4.2. Iloautnka u neau o6esonacuoctu s AUC

AUNC nomkHa 00eCTIeUuTh ClIeI0BAaHNE TPUBEICHHBIM HIKE MpaBUiIaM 0€301acHOCTH:

4.2.1. JlomkHa OBITH OOECIieYeHA PETUCTpAIlUsS M ydeT IMOJyYCHHs (BKIIOYAs yKa3aHHWE CpPOKa
NEeHUCTBUS) corjlacus  oOydaromierocs Ha oOpaOOTKy TMpEJOCTAaBICHHBIX MM B 00pa30BaTelbHOE
YUpEXKICHUE CBOUX TIEPCOHAIBHBIX JTaHHBIX.

4.2.2. JlomxHa ObITh oOecriedeHa BO3MOXKHOCTh HAJIEKHOTO XPAHCHHS TEPCOHAIBHBIX JIaHHBIX
paboOTHUKOB M oOywaromuxcsi (B TEYEHHE JAEWCTBUSA CpOKa TPYIOBOIO JIOTOBOpa U paspelieHus Ha
00paboTKy MepCOHaTbHBIX TaHHBIX COOTBETCTBEHHO).

4.2.3. JloibkHa OBITH 00ecIiedeHa BO3MOXKHOCTE Oe3omacHoro BocctanoiieHuss AVC nocite c6oeB u
OTKa30B MPOTPAMMHOT0 00ecIiedeHHsI 1 000PYI0BAHHS.

4.2.4. JlomkxHa ObITh oOecIieYeHa 3anuTa MHPOPMAIIUHU, COCTABISAIONICH MePCOHATBHBIC TaHHBIC
paOOTHUKOB W OOydYaroIMXcsa, NpH €€ 00padoTKe, XpaHEHWHW M Tepenaye CleNHaIu3UPOBAHHBIMH
CpEICTBAMU 3aIIHTHI.

4.2.5. JlomxHO OBITh O0ECTICUCHO HATMIKE HAIICIKAINX, 3AIIUIIICHHBIX OT HECAaHKITMOHUPOBAHHOTO
UCTIOJB30BAHUS, MEXAaHU3MOB pETHCTpalliil W TpeaynpexacHus aamuaucTpatopa AWC o mo0bix
COOBITHSIX, OTHOCAIIMUXCSA K 0e3omacHocT ANC.

4.2.6. JlomkHO OBITH OOECTEYeHO HAJIMYUE HAUIeKAIMUX U KOPPEKTHO (YHKIHMOHHUPYIOLIHX
CPEACTB  aJMHHHUCTPUPOBAaHUS  Oe30macHOCTH  WHGPOPMAIMOHHON  CHCTEMBI  00pa30BaTEIBHOTO
YUpEeXKIEHUS, TOCTYIHBIX TOJBKO YIIOJHOMOYEHHBIM aIMHHUCTPATOPAM.

4.2.7. JlomxHbl OBITh NPEJOCTABIECHBl MEXaHU3Mbl ayTeHTHU(UKaLUH, oOecreynBarome
aJICKBATHYIO 3aIIUTY OT MPSMOTO WU YMBIIUIEHHOTO HAPYIICHHS 0€30TTACHOCTH HAPYIIUTEISIMU C HU3KUM
MOTEHIIMATIOM Harma/IeHusl.

4.2.8. JlookHBI OBITH OOCCIEYCHBI MEXAHHM3MbI T'EHEPAIMH, HAJUICKAIEr0 W 3allMIICHHOIO
pacmpesieNieHusl, YHHUYTOXKEHHUS KIIOUeBOM WHGOpMalK, a TakKe MEXaHW3Mbl MU(POBAHUS, H
dbopMupoBaHus 3NEKTPOHHON HUdpoBol moanucH. JlaHHbIe MEeXaHU3Mbl JOKHBI (DYHKIIMOHUPOBATH B
COOTBETCTBUU C CEPTHPHUIIMPOBAHHBIMU ATOPUTMAMHU.

4.3. ITomuTuka u nean 6e30MacHOCTH JIA cpeabl pyHKkuuonuposannsa AUC

Cpena ¢pynknuonupoBanust AUC momkHa 00eCcIieYnTh CieI0BaHUE MPUBEACHHBIM HIDKE TIPaBHIIaM
0€30MacHOCTH:

4.3 1. lomxHa ObITh OOecrieueHa HHKCHEPHO-TEXHUYECKash YKPETUIEHHOCTh OOBEKTOB pa3MeIIEeHHUS
CUCTeMBI O0pabOTKH, XpaHEHHUs W Iepeaayd WH(pOpMaIMu, CoJIepKalieil CBEIEeHUS O TMEPCOHAIBHBIX
JTAHHBIX.

4.3 2. OOBeKTHl pa3MEUICHUs CHCTEMBI OOpaOOTKM, XpaHEHUS M Tepeaadd HHGOpMAIHH,
coJiepKallieil CBeleHUs] O MEePCOHAIBHBIX IAHHBIX, JOJDKHBI OBITH OOOpPYIOBaHBI CHCTEMOW OXPaHHOM
CUTHAJIN3ALIMH.



4.3 3. JlomxkHa OBITh UCKITIOYEHA BO3MOXKHOCTh HECAaHKIIMOHUPOBAHHOTO (DU3MUECKOTO IOCTYIA K
MIPOrpaMMHO-AIMIIAPATHBIM JIEMEHTAM CHUCTEMBl O00paOOTKM, XpaHEHUS W Tepenadyd WHQOpMAaIlHH,
coJieprkalleil cBeJIeHus O MEPCOHANBHBIX JaHHBIX, CO CTOPOHBI TOCTOPOHHUX JIMII.

4.3 4. Ha oObekTax CHUCTEMbI OOpaOOTKM, XpaHCHUS W Tepeaaud HHOOpMAIUH, CoJepiKallieH
CBEJICHUS O TIEPCOHAIBHBIX JTaHHBIX, TOJHDKHO OBITh 00ECTIEYCHO HAIMYHE W HaJJIe)kKallee UCTIONb30BaHNE
CPE/ICTB aHTUBHPYCHOM 3alUTHI, CEPTUDHUIIMPOBAHHBIX MO TpeOoBaHUAM Oe3omacHOCTH. J{OKHO OBITH
o0ecrneveHo peryasipHoe OOHOBIIEHUE AaHTUBHPYCHBIX 0a3.

4.3 5. OOBEKTHI CUCTEMBI 00pabOTKH, XpaHEHHUs U Nepeadun HHPOpMaIuK, CoaepKalleil CBeeHUs
0 TICPCOHATBHBIX IAHHBIX, JOJPKHO OBITH MOIKITIOYCHBI K BHEITHUM BBIYHUCIHTEIBHBIM CETSIM OOIIETro
MOJIb30BaHUS  C  HCIOJB30BAHMEM  HAUIKANIMX  CPEICTB  MEKCETEBOTO  JIKPAHUPOBAHMS,
cepTU(UIIUPOBAHHBIX 1O TPEOOBAHUAM 0€30MaCHOCTH.

4.3 6. Ha oObekTax cCUCTeMBI OOpa0OTKH, XpaHEHHUS WM Tepenayn WHGOPMAIUU, COACpKaIIeH
CBEJICHHSI O MEPCOHAJIbHBIX JAHHBIX, JOJHKHO OBITH 00€CIeYeHO OTCYTCTBUE HEIITATHBIX MPOrPaMMHBIX
CPEeZCTB, HE UMEIOIINX OTHOIIEHHUE K MpoIeccy PYHKINOHUPOBAHUS 00pa30BATEIHHOTO YUPESIKICHHUS.

43 7. JlomxHbl OBITH OOECIEYEHbl YCTAaHOBKA, KOH(QUIYpUPOBAaHHE M  YIpaBICHHE
nporpaMMHoanmnapaTHsiMu cpectBaMu AVC B COOTBETCTBUU C PYKOBOJICTBAMU U COTJIACHO OLEHEHHBIM
KOH(HUTYpaIHsIM.

4.3 8. Ilepconan, oTBeTCTBEHHBIN 32 anmMuHucTpupoBanue AVC, nomxeH ObITh O1aroHaIexKHbBIM U
KOMIICTCHTHBIM, H PYKOBOJICTBOBATHCS B CBOCH JIEATEIHHOCTH COOTBETCTBYIOMICH JTOKYMCHTAIIHCH.

4.3 9. YnomnomodeHHsle Ha pabotry ¢ AWC omepaTopbl MOKHBI OBITH OJaroHajeKHBIMH,
PYKOBOJICTBOBAaTbCA B CBOEHM paboTe sKCIUTyaTaluoHHON aokymentanuei Ha AVC, a uX cOBMeCTHBIE
JNEHCTBUSI JIOJDKHBI OBITH HANPABICHBI HCKIIOYUTEIILHO HA BBITIOJHEHHE CBOUX (PYHKIIMOHAIBHBIX
00s13aHHOCTE.
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