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1. OBIIUE MOJIOXKEHUS

Hacrosimmee Ilomokenue — ompegenser  TpeOoBaHUS 1O  oOecreueHHIo  0€30MacHOCTH
aBTOMATU3MpOBaHHOW HWH(popManuoHHoM cuctembl (manee - AMC) AHO TI0 «Komnemk
MPEINPUHIMATENBCKUX U HU(PPOBBIX TEXHOIOTUI (1anee — OnepaTop).

AUC mnpencrasisier co6oif |IT-cucremy, mpenHa3HaueHHYIO JUIs aBTOMAaTH3allUU IPOLIECCOB
dbopMupoBanus, 00paOOTKM W aHanu3a HH(DOPMAIMM TIO OCHOBHBIM HAIMPABICHHUSIM JACSITEIHLHOCTU
Oneparopa.

OcHOBHBIMU (DYHKIMOHATIBHBIMHE BO3MOKHOCTAIMU AVC OnepaTopa SBISIOTCS:

— (dopMupoBaHue, XpaHeHHE U OOHOBIICHHE CBEICHHUN O CTPYKTYype YUeOHBIX MOIpa3AeieHUN
Oneparopa;

— (QopmupoBaHue, XpaHEHHE U OOHOBIEHHE CBEICHHII O NIPErnoAaBaTeIbCKOM COCTaBe U
COTpYIHUKAX y4eOHBIX monpa3aenenuit Oneparopa;

— (dopMupoBaHue, XpaHeHUE W OOHOBIIEHHE CBEACHUN 00 HMHIMBUAYAIBHBIX IJIaHAX pabOTHI
MIPernoaBaTeIbCKOro COCTaBa;

— ¢QopmupoBanue, XxpaHeHHe U OOHOBIIEHUE CBEJCHHI 00 yueOHOM (yueOHO-TTPOU3BOICTBEHHOM)
mane Oneparopa;

— (dopMupoBaHue, XpaHeHHE 1 OOHOBIICHHE CBEJICHHI 00 yueOHOM Harpy3Ke MpernoaaBaTeIbCKOro
COCTaBa;

— (QopmupoBaHue, XpaHeHUE U OOHOBIIEHHWE CBEJECHUN O Hay4YHOH U Y4eOHO-METOIUYECKOU
MPOAYKIMH  (METOAMYECKHE PEKOMEHJAIMHM, Yy4eOHble 1ocoOus, MoHorpaduu, MyOIHKaIUN)
IIPENoaBaTeIbCKOr0 COCTaBa;

— QopmupoBanue, XxpaHeHHe U OOHOBJICHHUE CBEICHUN 00 00YUYaIONINXCs, MPOXOIAIINX O0yUeHUE
y Oneparopa;

— (QopmupoBanue, XxpaHeHHE U OOHOBIICHUE CBEACHUN O pe3ylbTaTax yueOHOro mporecca (UTOTH
TECTUPOBAHUs, IK3aMEHOB);

— aHanuTHYeckas o0paboTka WHPOPMAIUK O MPOBEICHUU YIeOHOTO Mpolecca Kak 3a OTYETHBIN
NepUoJl, TaK U O TEKYLIeH JAesaTeNbHOCTH yueOHbIX noapaszaeneHuil Oneparopa.

B kauecTBe nHpopmauuu, noajexameii 3amure B AUC Onepatopa, paccMaTpuBalOTCA:

— TEepCOHAJBbHBIE JaHHBIE TPETNOAAaBATENbCKOIO COCTaBa W COTPYIHUKOB  y4eOHBIX
MOJpa3IeJICHN;

— MEepCOHAJbHBIE JAHHBIE 00YYAIOLINXCS, MPOXOIAIIUX U MPOLIEAIINX 00yUeHNE;

— TMepCcOHaJbHBIC JaHHbBIE a[IMUHUCTPATUBHO-XO3IMCTBEHHBIX MOIpa3ieieHUH.

[Tpu obGecnieueHnn 6€30MaCHOCTH MEPCOHATBHBIX JaHHBIX B HH(GOpMAIIMOHHON cucteme Oneparop
PYKOBOJICTBYETCSl CIEIYIOIIMM: BBIOOp CpEACTB 3aIlIUThl MHGOpPMALMK IS CHUCTEMBbI 3aIlUTHI
MIEPCOHATBHBIX JAHHBIX; OMPEEeNIEHNEe THIA yrpo3 OE30MacHOCTH MEPCOHATBHBIX JAHHBIX, aKTYabHBIX
U1 ”HPOPMALIMOHHOW CHCTEMBI; YCTAaHOBJIEHHE M 00ecrieueHre YPOBHS 3alIUIIEHHOCTH EPCOHAIBHBIX B
WHPOPMAIIMOHHOHN cucTeMe npou3BoauTcst OmepaTtopoM B COOTBETCTBHU ¢ TpeOoBaHMAMH K 3allIuTe
MEePCOHANBHBIX JTaHHBIX TpU UX 00paboTke B WMH(MOPMAIMOHHBIX CHCTEMax IMEPCOHANBHBIX IaHHBIX,
yTBEp)KAEHHBIX TocTaHoBIeHHeM [IpaButenbctBa PO ot 1 Hos0ps 2012 1. N 1119.

OCHOBHBIMHU TPYMIIAMH yTPO3, Ha MPOTUBOCTOSHUE KOTOPHIM HANpaBIEHBI HENH U TPEOOBaHMS
0C30ITaCHOCTH, SIBIISTFOTCS:

— YTpO3bl, CBSI3aHHBIE C OCYIIECTBICHUEM HECAHKIIMOHUPOBAHHOTO JOCTYIa (O3HAKOMIICHHS) C
nHpOpMaIKeH, coepiKaliei CBeIeHHsI O TIEPCOHAITBHBIX JTaHHBIX PAOOTHUKOB M OOYYAIOIIMXCS, MIPH €€
00paboTKe M XpaHEHHH;

— yrpo3bl, CBA3aHHBIE C HECAHKIIMOHUPOBAHHBIM KOIHMPOBAaHMEM (XUIIEHHEM) HWH(MOpMAaIny,
coJieprKalliei cBeIeHUs O EPCOHANBHBIX JaHHBIX pAOOTHUKOB U 00yUaIOIUXCs;

— YTPO3bl, CBS3aHHBIE C OCYIIECTBICHHUEM JIOCTyNa K HH(OpMAIUH, CoIepameil CBEISHHs O
MEePCOHAIBHBIX JaHHBIX PA0OOTHUKOB M OOydaromuxcs, 6e3 pa3pelieHus Ha TO ee Biajenbla (cyobekra
MEPCOHANBHBIX TAaHHBIX);

— yTPO3bI, CBSI3aHHBIE C HAPYIIEHHEM TIOPSIKA JOCTyIa K HH(OPMAIIHH, COJepKaIIeH CBEICHUS O
MEePCOHANBHBIX JAHHBIX PAOOTHUKOB U 00YUaIOUINXCs, TIEpeIaBaeMO 3aMHTEPECOBAHHBIM JTUIAM;



— yIpo3bl, CBA3aHHBIE C MEPeXBaTOM HMH(OPMAIMH, COACpPXKALICH CBEJCHHS O IEPCOHAIBHBIX
JaHHBIX Ppa0OTHUKOB W OOyYaroIlUMXcs, M3 KaHAJIOB IepeJadyd JaHHBIX C HCIHOJIb30BaHHEM
CHELUAIM3UPOBAHHBIX POIPAMMHO-TEXHUUECKUX CPECTB;

— yIpo3bl, CBs3aHHBbIE C TMoOTeped (yTpaToil) uHGOpMauMu, colep)aleil CcBeAeHus o
MEPCOHAIBHBIX JAHHBIX PA0OTHUKOB M OOYYaIOMIMXCS, BCIEICTBHE cOOEB (OTKAa30B) MPOrPaMMHOIO U
anmnapaTHoro odoecreyeHus;

— yIpo3bl, CBS3aHHBIE C BHEIPEHUEM KOMIBIOTEPHBIX BHMPYCOB M JApPYroro BpeIOHOCHOIO
MIPOrPaMMHOI'0 00ECTICUCHHS;

— YIpo3bl, CBA3aHHBIE C OCYIIECTBICHHEM HECAHKIMOHHUPOBAHHBIX HH(POPMALMOHHBIX
BO3JCUCTBUI (HANpaBICHHBIX Ha «OTKa3 B OOCIYy)XKMBAaHUW» JUISI CEPBUCOB, MOJU(DUKALUIO
KOH(UTypaIllMOHHBIX JaHHBIX NPOTPaMMHO-aNMapaTHBIX CPEICTB, NOAO0p ayTeHTU(HUKAIIMOHHON
nH(pOpMaILIUU U T.I1.).

DOyHKINOHAILHbIE TPeOOBAHUS 0€30MACHOCTH 0XBATHIBAIOT:

— TpeboBaHUs K OCYIIECTBICHUIO ayIUTa OE30MaCHOCTH;

— TpeOoBaHUs K 00ECTIEYCHUIO IOUIMHHOCTH CyOBEKTOB 00MeHa HH(pOpMaIHeH;

— TpeOOoBaHUs K KpUNITOTPpahUIECKOH MOAIEPIKKE;

— TpeboBaHUS K 3aluTe HHPOpPMALUH, COJEpXKalledl CBEIEeHUS O MEePCOHATIbHBIX JAHHBIX
pabOTHUKOB M 00YYaIOLIIXCS;

— TpeOoBaHUs K MACHTH(PHUKALNN U ayTeHTHPHUKAHMK nojbs3oBareneid AVC;

— TpeOOBaHUS K YIPABICHUIO 0€30MMaCHOCTHIO;

— TpeOOBaHUS K 3aIIUTE CUCTEMbI 0€30TTaCHOCTH.

2. OCHOBHBIE ®YHKIHHNOHAJIBHBIE BO3MOKHOCTU AUC, CBA3AHHBIE C
OBECIIEYEHUEM BE3OITACHOCTH (BAIIIMTON MH®OPMAIINN)

2.1. 3amuTa JaHHBIX NOJIb30BATEIS

ANC pomkHa OCYHIECTBIATh (PYHKIMH M TOJIUTHKY HM30MPATENbHOTO (JIMCKPEIMOHHOTO)
yIpaBjieHusi JocTtynoMm. M30uparenbHoe ynpaBlieHUE JOCTYIIOM JOJKHO MPEIOCTABISITH BO3MOXKHOCTD
OTPaHUYUBATh U KOHTPOIUPOBATH AOCTYNl K CHCTEME U K HMH(OpMAIMH, COAEep)Kalled CBEACHUS O
MEePCOHAJIbHBIX TAHHBIX.

Kaxnprit [lone3oBarens, neiTatromuiicss noayunts goctyn k AVC, cHauana A0MKEH MPOXOIUTh
Mporeaypy UACHTUDUKAIINY U ayTeHTH(UKAIINH, a 3aTEM, IIPU TOMBITKAX MOJTYYEHHUS JOCTYIa K aKTHBAM,
— aBTOPU3AIINIO, T.€. IPOBEPKY pazpemieHuit [lonbp30Barens Mo OTHOMIEHUIO K KAKOMY-TH00 3alUIIaeMOMY
aKTHBY.

B AUC poctyn k uHbOpManuu AOKEH OBITH pa3pelieH TOJBKO YHNOJTHOMOYEHHBIM Ha 3TO
[Tonw3oBarensim. Moaens 3amutel AVIC nomkHa BKITIOYATh KOMIIOHEHTHI, KOTOPHIE PEAIU3YIOT KOHTPOJIb
CyOBEKTOB JOCTyNa, ACUCTBUMN, MPEANPUHUMAEMBIX KOHKPETHOM CYITHOCTHIO TI0O OTHOIICHUIO K OOBEKTY
JOCTYTIA.

Kaxnapiit 00bekT qoctyna, npenctaBieHHbiii B AVC, 1omkeH ObITh OJHO3HAYHO aCCOLIMUPOBAH C
HabopoM aTpuOyTOB O€30MaCHOCTH, OMPEACNISIONIMX O0€30MacHOCTh 3allUIaeMoro oobekTa. JlaHHbBIH
HaOop aTpuOyTOB JOKEH (POPMHUPOBATHCS MPHU CO3JAHUHM OOBEKTa W BIIOCIEACTBHH MOXKET MEHSTHCS.
N3menenne wx 3HAYEHHWH MOJDKHO OBITH oOecreueHo Toiabko [loib3oBaTensiM, MMEIOIIUM CTaTyc
BIIQ/IETBIIA OOBEKTA, & TAKKE CYObEKTaM, KOTOPBIM MPEIOCTABICHBI COOTBETCTBYIOIIUE MTOTHOMOYHS.

[IpaBa noctyma cyObEKTOB K OOBEKTY JOHKHBI OMPENETIATHCS MOCPEACTBOM CIHCKA YIPaBICHUS
noctynoM. CHHMCOK yIpaBieHUs JOCTYIOM JOJDKEH BKIIIOYATh IEPEYEHb MOJIb30BATENEH, KOTOPBIM
pasperieH J0CTyn K 00bEKTy, a TakKe HabOp JOMYCTUMBIX HaJl 0ObEKTOM JIEHCTBHIA.

2.2. Ayaut coObITHIT 0€301TaCHOCTH

AUC nomxHa oOecrieunBaTh HAaOOp CPENCTB ayJauTa, NpPEAHA3HAYCHHBIX I MOHUTOPHHIA
1 oOHapyXEHHs] HEXKeNaTeNbHbIX YCJIOBUH, KOTOpble MOTYT BO3HUKHYTb, a TaKXe COOBITUH, KOTOpBIE
MOTYT MPOU30UTH B cucTeMe. MOHUTOPHHI OTHOCSIIMXCS K O€30MaCHOCTH COOBITHI JOJKEH MO3BOJISATH
O6H&py>KI/IBaTI> Hap}IHH/ITeJ'IeI\/'I 6630HaCHOCTI/I, a TaK)KC BBIABJIATHL IIOIBITKM HCECAHKIHMOHHUPOBAHHOI'O
noctyna Kk AVC unm noctyna K 3amuiiaeMoi napopmanuu. B yactHocTy, onpenensis NOJUTHKY ayIuTa,
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YIIOJHOMOYEHHBbIH agMuHUCTpaTop AWC AOMKEH MMETh BO3MOXHOCTH OCYIIECTBIATH ayAUT TOJBKO
HEOOXOTUMBIX THUIIOB COOBITHI O€30MACHOCTH, TAaKMX KaK HEYJa4HbIC TOMBITKUA TOIKIIOYCHUS
nonb3oBareneit k AVC. 3anuck pe3ynbTaToB ayiuTa COOBITHI 0€30IaCHOCTH J0KHA OCYIIECTBIISATHCS B
KYpPHQJIBI PErucTpalil COOBITUH ayauTa, IOCTYNl K KOTOPOMY JOJDKCH OBITh pa3pemieH TOJIBKO
ynojaHoMoueHHoMy aamuHuctpaTopy AUC. I[IpocMoTp skypHaIoB perucTpanui COObITUI ayuTa JOJKEeH
BBITIOJIHSIETCSL ¢ HcnoJib3oBaHueM cpenctB AVC (crennanu3upoBaHHBIX UHCTPYMEHTAJIbHBIX CPEJICTB).
JlaHHbIE CpeACTBa MOJKHBI MPEAOCTABISATh BO3MOXHOCTH MOHMTOPHUHIA M PETHCTPAllMM TOJIBKO TeX
COOBITHI ayauTa, KOTOPBIC yIOBJICTBOPSIOT 33JaHHBIM KPUTEPHSIM, YTO IMO3BOJHT OTPAHUYHUTH OO0BEM
JTAaHHBIX, COOUPAEMBIX O COOBITUAX OE30MaCHOCTH.

2.3. UnenTnukanus u ayreHTUPUKAIMUS

AUC nomxna TpeOoBaTh, YTOOBI BCe CYOBEKTHI JOCTYIA YHHKAIbHO HACHTU(DUIUPOBAIUCH U
ayreHtuduuupoBamuch npu aoctyne k AWC c¢ nomompio BBoAa HACHTU(UKATOpPAa U HAPOIIS.
Wnentudukanuss U ayTeHTH(PHUKAINSA JOJDKHBI OCYIIECTBIATHCS O BBINOJHEHHS CyOBEKTOM JOCTyMa
kakux-1ubo neiicteuit. AVIC nomkHa moaaepxuBaTh ayreHTU(ukanuio [lonp3oBareneit BMecTe ¢ uX
apropusauueii. IlpenycmarpuBaercs, uyto aBtopusauus Ilosb3oBareneil npencTaBiasieT HadalbHBINA
YpOBEHb JJISl pa3pellieHusl TOCTyIa K JIOKaJIbHBIM U CETEBBIM pecypcaMm.

AUNC nomxHa obecrieunBaTh XpaHEHHE mapoliell B mpeodOpasoBanHoM (opmare. AUIC momkHa
MPEIOCTABIIATh CPEICTBAa YCHIIGHUS OE30MacHOCTH Mapolied dYepe3 HCIOJIb30BaHHE MEXaHHM3MOB,
MO3BOJISIOMIMX ONPEACIUTh MHHUMAIBHYIO JUIMHY, BpeMs NEHCTBUS (MUHUMAIBbHOE M MAaKCHMAaJbHOE),
3a/1aTh TPeOOBaHNE YHUKAIBHOCTH (HEMOBTOPSEMOCTH) U BpEMSI CMEHBI TIapOJIS.

AUWC nomkHa MpeaoCcTaBiIsITh MEXaHW3M OJIOKMPOBAHUS YUYETHOM 3alMCH TOJIb30BaTENsl MOCIe
OTpEeCNIEHHOTO0 KOJMYECTBA MOMBITOK BBOJIa HEMPABHILHOTO UMEHH W/WJIH MapoJisl MOJIB30BaTeNsl 10 €
pa3omokupoBanust agMuHUCTpaTopoM AWC MM MO UCTEYEHMHM BpPEMEHM JEHCTBHSA, 33aJaHHOTO ISt
cUeT4YrKa OJIOKUPOBKH.

2.4. 3amuTa cucTeMbI 0€30IIACHOCTH

ANC nomkHA TPENOCTABIATH PSJI BO3MOXKHOCTEH JUIT OOSCIEYCHHS 3allUThl CUCTEMBI
6e3omacHocT. M3omsauus mporeccoB U MoAAep)kKaHus AOMeHa O0e30MacHOCTH JIOJDKHBI 00ecredrBaTh
O0e3omnacHoe BbIMOJTHEHUWE (GyHKIHUN cuctembl Oe3ormacHoctd AMC. B03MOXHOCTH OCYIIECTBICHUS
MEePUONYECKOro TecTUpoBaHus cpenbl ¢yHkimonupoanuss AVC (anmapaTHO 4YacTH) U COOCTBEHHO
camux (¢yHkumii cucrembl 6e3omacHoctTn AMC momxHO obecnedywBaTh MOAJEPKAHUE YBEPEHHOCTH
aamuauctpatopa AVMC B 1ENOCTHOCTH U KOPPEKTHOCTH (YHKIIMOHUPOBAaHUSA (PYHKIUNA CHUCTEMBI
0€30MacHOCTH.

3. OCHOBHBIE ®YHKIIMOHAJIBHBIE BO3SMOKHOCTHU ITOBBIINEHUA
HAJIEKHOCTH

ANC nomxHa obecrieunBaTh HAJACKHYIO 3aITUTY TaHHBIX OT HEMPEABUIEHHBIX COOCB WIIM OTKa30B
CUCTEMBI, 00ecTeunBas CIEIYIOIINe BOZMOXHOCTH 10 TTOBBIIICHUIO HAJIEKHOCTH.

3.1. Pe3epBHOe KONUPOBaHUE JaHHBIX

B AUC nomxHbl BXOAWUTH CTAHJIAPTHBIE CPEACTBA NPEAOTBpALICHUS MOTEPH JAHHBIX M HX
BOCCTaHOBJICHUS B CIIydae BO3MOXKHBIX cOoeB. MIMeroruecs: cpeficTBa pe3epBHOTO KOMUPOBAHUS JOTKHBI
penocTaBiATh [1oap30BaTeNsIM BO3MOXKHOCTD BBIOOpA Pa3IMUHBIX CTPATETU PE3epPBHOTO KOTTMPOBAHMS,
o0ecreunBarIIMX HEOOXOAMMBIM YPOBEHb 3alllUTHI JIAHHBIX B CiIydyae BO3HHKHOBEHHs cCOOEB B paboTe
cucteMbl, pu 3ToM [lonb30BaTensM AOMAKHA MPEAOCTABIATHCS BO3ZMOXKHOCTh BBIIIOJIHEHUSI PE3EPBHOTO
KOMMPOBAHUS JJAHHBIX Ha HEChEMHBIE M ChEeMHBIC YCTPOHUCTBA XpaHEHHUSI.

3.2. BoccraHoBjieHHE CHCTEMBI

@YHKIMOHAIbHBIE BO3MOXHOCTH BOCCTAHOBIIEHUS CUCTEMBI JOJKHBI TO3BOJISITH Bo3Bpamars ANC
B COCTOsIHUE, npeatiecTBytomiee cooro. [Ipu atom B AVIC He 101KHO TPOUCXOIUTh oTepH (1100 noTepu
JIOJKHBI OBITh MUHUMAJTbHBI) U UCKAXKEHUS TaHHBIX.



3.3. CpeacrBa agMMHHCTPUPOBAHUSA, YIIPABJIEHHUS U MOLAEPKKHA

B cocraB AUC nomkHbBI OBITh HHTETPUPOBAHBI TPadUUIECKUE CPEICTBA AIMUHUCTPUPOBAHUS U/ UITU
YTHJINTHI KOMaHTHOU CTPOKH, obecrieunBaromie 3pPpexkTuBHOE MOTHOMACIITA0HOE U THOKOE yIpaBiIeHUEe
(B TOM 4HKCIIE MOHUTOPHUHT).

4. CPEJA BE3OITACHOCTHU AUC

4.1. Moneau yrpo3, xapakrepubie 1 AUC

4.1.1. OcyiecTBIeHNE HECAHKIIMOHUPOBAHHOTO O3HAKOMJICHUSI C MEPCOHAIBHBIMU JIAHHBIMHU
PaOOTHHUKOB M O0YJAFOIIINXCS.

HNcToyHuKM Yyrpo3bl — BHELIHUN 3710YMBILIJIEHHHUK.

Cnoco0 (MeTon) peaju3anuu yrpo3bl — repexsar nH(GOpMaluy U3 KaHAJIOB Mepe/iayl JaHHbIX C
WCIOJIb30BaHUEM CICIIHATM3UPOBAHHBIX MPOTPAMMHO-TEXHUYECKUX CPEJICTB.

Hcnonb3yemble ysi3BUMOCTH — BO3MOXKHbBIE HEJOCTATKA MEXaHU3MOB 3alIUThl HH()OpPMALIUU TTPU
ee mepefade IO KaHalaM IE€pelayd JAaHHBIX, CBA3aHHBIE C BO3MOXKHOCTbIO HECAaHKIMOHMPOBAHHOI'O
O3HAKOMIICHUS C TiepeaBaeMoi nHpopMalueit TpeTbuX JuI.

Bux wundopManuu, NOTEHIHAILHO TOABEPKEHHOW Yrpo3e — TEPCOHAIBHBIC JAHHBIE
PaOOTHHUKOB M O0YYAFOIIINXCS.

Hapymaemoe cBoiicTBO 0€301aCHOCTH — KOHPUACHIIUATHHOCTD.

Bo3mo:kHbIe 0C/IeICTBUS PeaIn3alii YIPo3bl — HAHECEHUSI MOPAJIbHOTO U/WIH MaTePHAILHOTO
yiep0Oa iy, GurypupyromemMy B iepexsadeHHoi nadopmarmy. Hanecenne KOCBEHHOTO MaTepHaIbHOTO
yiiep6a 00pa3zoBaTeIbHOMY YUPEKICHUIO.

4.1.2. OcymiecTBleHHE HECAHKIIMOHUPOBAHHOTO O3HAKOMJICHHS C TMEPCOHAIBHBIMH JaHHBIMU
PaOOTHHUKOB ¥ O0YYArOITUXCS M KX MOAU(UKAIKS (B TOM YHUCIIE IOIMEHA).

HcToyHUKM Yyrpo3bl — BHEIIHUN 3710YMBIIIJICHHHUK.

Cnoco0 (MeToa) peaju3anuu yrpo3bl — repexnar uH(GoOpMaluy U3 KaHAJIOB Mepeiady JaHHBIX C
MCIOJIb30BAHUEM CIICIIUATH3UPOBAHHBIX POTPAMMHO-TEXHUYSCKUX CPEICTB; MOAUPHUKAIUS (B TOM YHCIIC
MOJIMEHA) MepexBaueHHON nH(popMaK U HaBA3BIBAHUE JIOXKHON HH(POPMAIUH.

Hcnoab3yemble ysI3BUMOCTH — HEJIOCTATKU MEXaHU3MOB 3aIIUThI HH(OOPMAIIHH ITPH €€ Iepeaadue
M0 KaHallaM TepeJadyu JaHHBIX, CBSI3aHHbIE C BO3MOXKHOCTHIO HECAHKIIMOHUPOBAHHOTO O3HAKOMIICHHS U
Moau(UKaK (B TOM YUCIIEe IOJIMEHBI) IepeaBaeMoil nHpopmaryi.

Bux wundopmanumu, NOTEHIHAILHO TMOJABEP:KEHHOH Yrpode — TEpPCOHANbHBIE JaHHbBIE
PabOTHUKOB M 00YyYaIOIINXCS.

Hapymaembie cBoiicTBa 0€30MaCHOCTH — KOH(PHUICHINATHHOCTD, [IETOCTHOCTD.

Bo3mo:xkHbIe OC/IeICTBUS PeaIn3aluu YIPo3bl — HAHECEHUS! MOPAJILHOTO U/WIIM MaTepHaIbHOTO
yimepba nuiy, QUTypHpYIOIIeMy B MepeXBaueHHON WH(OpMalMKU H3-32 HECAHKIIMOHUPOBAHHOTO
PacKphITUST KOHPUIACHIMATHHOW WH(GOPMAIIUN WU PACIPOCTPAHEHUS PACKPBHITBHIX JaHHBIX. HaHeceHwe
KOCBEHHOTO MaTepHAIILHOTO yiiepOa 00pa3oBaTeIbHOMY YUPEKIACHHIO.

4.1.3. HapymieHne IOCTYIHOCTH, yTpaTa WM HCKWKEHUE MPEIOCTABISIEMbIX MEPCOHATBHBIX
JTaHHBIX PAOOTHUKOB M OOydYaromIMXcs BceieacTBUE cO0eB (OTKAa30B) MPOTPaAaMMHOIO M ammapaTHOTO
o0ecrniedeHus.

HcTounnku yrpo3sl — MporpaMMHOE U anmapaTHoe oOecreueHue.

Cnocod (meron) peaausauMu yrposbl — cOou (OTKa3bl) IPOrpaMMHOrO M amnmapaTHOTO
o0ecreyeHus.

Hcnonb3yemble yA3BUMOCTH — HEJIOCTATKU MEXaHU3MOB 00€CI€YeHUsI JOCTYITHOCTH TpeOyeMoil
nH(OpMAallUY, CBSI3aHHBIE C BO3MOXXHOCTHIO ONIOKUPOBaHUS TpEAOCTaBiIeHHUs WHGOpMAlUU Ha
HEOIMyCTUMOE BpPEeMS.

Bux wundopmanumu, NOTEHIHAILHO TMOABEP:KEHHOH Yrpode — TEpPCOHAIbHBIE JIaHHBIE
pabOTHUKOB U 00yUYaeMBbIX.

Hapymaemoe cBoiCcTBO 0€301aCHOCTH — JOCTYITHOCTb, JOCTOBEPHOCTb.

Bo3mo:xkHbIe mociecTBUS peaju3aluu YIpo3bl — HapyLIeHHE CO CTOPOHBI 00pa30BaTEIbHOTO
YUpEXKIEHUST B3ATHIX Ha cels 00s3aTensCcTB MO 00paboTKe MEpCOHANBHBIX JAHHBIX PAOOTHHKOB H
OoOydJaromuXxcsi W MOXET TPUBECTH K TNPSIMOMY WM KOCBEHHOMY MaTepHAIBHOMY yIIepOy



00pa30BaTeNbHOMY YUPEKIECHUIO.

4.1.4. HapymeHue COIJIACOBAHHOCTH [JaHHBIX B TMEPCOHAIBHBIX JAHHBIX pPAOOTHUKOB U
oOyyJaronuxcs BCaeACTBHE cO0eB (0TKA30B) MPOTPAMMHOI0 M allllapaTHOTO 00ECIIeUeHUs, a TAKKe OINOOK
IepcoHana 00pa3oBaTEILHOIO YUPEKICHUS.

HcToyHMKH yrpo3bl — IpOrpaMMHOE U ammapaTtHoe obecredeHne, NnepcoHan o0pa3oBaTeabHOTO
YUPEKIACHUSI.

Cnoco6 (MeTox) peaju3anuu Yrpo3bl — cO0M (0TKa3bl) MPOrPAMMHOTO OOCCTICUCHHS U OIIMOKH
IepcoHana 00pa3oBaTEIbLHOIO YUPEKICHUS.

Hcnonb3yemble yA3BUMOCTH — HEJOCTATKH MEXaHU3MOB 00€CII€YeHHsI COTJIACOBAHHOCTH JAaHHBIX
B bl AVC, cBa3aHHbIE C BO3MOXXHOCTbIO HAPYILIECHUSI COTJIACOBAHHOCTH.

Bux wundopmMauuu, NOTEHUHAJLHO TMOABEP:KEHHOW Yrpo3e — T[E€PCOHANbHbIE JaHHbBIE
pabOTHUKOB M 00YYaIOIIMXCS.

Hapymaembie cBoiicTBa 0€30IaCHOCTH AKTHBOB — JIOCTOBEPHOCTD, IIEJIOCTHOCTb.

Bo3MokHbIE MOC/IEICTBUS PeaJM3aliid YIPo3bl — PAacCOrTIaCOBaHUE B MEPCOHAIBHBIX JAHHBIX
paboTHUKOB U 0o0yuyaembix, xpanumbiXx B BJ[ AUC, uro, B cBOIO odepeab, MPUBEIAET K BO3MOXKHOMY
HaHECEHUSI MOPATBHOTO W/UIIM MAaTepHAIILHOTO yIepOa 00pa30BaTeIbHOMY YUPEKICHHIO.

4.1.5. OcyuecTBieHrue gocTyna (03HAKOMJICHHS) ¢ MEPCOHAIBHBIMHU JaHHBIMH OOYYaromierocs,
XpaHuMbIMH 1 00pabaTeiBaembiMu B AVIC, Ge3 cormnacus CyObeKTa epcoOHaTbHBIX TaHHBIX FIJTH OKOHYAHUS
CpOKa JAeMCTBHS TAKOTO COTJIACHs.

HcTouynnku yrpo3sl — yIOJHOMOYECHHBIE Ha JOCTYI K NEPCOHAIBHBIM JaHHBIM BHYTPEHHHE U
BHEIIHHE MOJIH30BATEIH.

Cnoco6 (MeTon) peaju3aluMM Yrpo3bl — OCYIIECTBICHHE JOCTYIA K TEPCOHAIBHBIM JAHHBIM
o0y4aroluxcsi ¢ HCIOJIb30BAHUEM INTATHBIX CPEJACTB, MPEIOCTABISAEMBIX IPOTrPAMMHO-ANIapaTHBIM
obecrieuennem ANC.

Hcnonb3yemble ySI3BHMOCTH — HEJAOCTATKM MEXAaHU3MOB 3alIUTHl TEPCOHAJBHBIX JIAHHBIX
o0yyJaromerocsi, CBsi3aHHbIE C BO3MOXKHOCTBIO JIOCTyHa K HMM 0€3 NMHCBMEHHOTO COTjiacus CyObeKTa
MEPCOHANBHBIX TAHHBIX WU MOCIE OKOHYAHUS CPOKA €ro ACHCTBHUSL.

Bua undopmanuu, NOTEHUHAJLHO NOJABEP:KEHHOH Yrpo3de — TEpCOHAJbHBIE JaHHBIE
o0ydaromuxcsl.

Hapymaemble cBoiicTBa 6€3011aCHOCTH — KOHPUACHITUATHHOCTD.

Bo3MoxkHBIe NMOC/IEICTBHS peajM3allid Yrpo3bl — HECAaHKLIMOHHPOBAHHOE O3HAKOMIIEHHE C
MEPCOHATIBHBIMA JaHHBIMH BEJIET K HAaHECEHHWI0O MOpPAJbHOTO W/WIM MaTepHajJbHOTO yiiepOa
o0yyarolemMycs U3-3a HECAaHKIIMOHUPOBAHHOTO PAaCKPHITHsI KOHPHUASHIMATbHON HH(DOpMaIUy.

4.1.6. Buenpenne B WH(GOPMAIMOHHYIO CHUCTEMY OOpa30BaTEIbHOTO YUPEKJACHUS BUPYCOB H
JPYyroro BPeJOHOCHOTO MPOrpaMMHOT0 OOecreYeHus: PU B3aUMOJICHCTBUM C BHEIIHUMHU CHCTEMaMH, a
TaKXXe TOJh30BATEISIMA C HOCUTENeH MH(OPMAIIUH, MCIIOIB3YEMbIX Ha aBTOMATU3MPOBAHHBIX Pa0OYMX
MECTax.

HcTounnkn yrpo3bl — BHyTPEHHHE MOJB30BATENH U TIEPCOHAN 00pa30BaTEILHOTO YUPEKIACHNUS,
BHEIIIHHE CUCTEMBI.

Cnocod (meron) peaau3anuMu Yrpo3bl — BHEJIPEHHE BHPYCOB M JIPYIrOoro BpPEIOHOCHOTO
IPOrpaMMHOr0 oOecreueHus] MpH B3aMMOJACHCTBMM C BHEIIHMMU cucTeMamu (¢aiioBblii oOMeH,
AJIEKTPOHHASI TMOYTa M T.II.), @ TaKKe TPU HCIOJIB30BaHUH CHEMHBIX HOCUTENEeH WH(popManuu Ha
aBTOMAaTH3MPOBAHHBIX pabOYMUX MECTaXx.

Hcnoab3yemble yA3BUMOCTH — HEJOCTATKH MEXaHU3MOB 3aIIUTHl MH()OPMAIIMOHHONH CHCTEMBI
00pa30BaTENbHOIO YUPEXKICHUS OT BHEIPEHHS BHUPYCOB M JAPYroro BPEAOHOCHOTO IPOrpPaMMHOI0
o0ecTieYeHNs1, CBSI3aHHbBIE C BO3MOKHOCTBIO BHEIPEHHUSI BUPYCOB H IPYTOT'0 BPEAOHOCHOTO IPOTPAMMHOTO
o0ecreyeHus.

Bua undopmanumu, NmoTEeHIHUAJBLHO TOJABEP:KEHHOH Yyrpo3e — TporpaMmHoe oOecreueHne
MH(OPMAIIMOHHOM CUCTEMbI 00pPa30BaATENIBHOTO YUPEKICHHUS.

Hapyumaemoe cBoiicTBO 0€30I1aCHOCTH AKTHBOB — LIEJTIOCTHOCTb.

Bo3MoxkHBbIe NMOC/IeCTBHS Peaju3allui YIpo3bl — HapylIEHHE PEeXUMOB (YHKIMOHUPOBAHUS
MH(OPMALIMOHHONW CHUCTEMBI O0pa30BAaTEIBHOTO YyUYpeKIeHHs, noreps (yTpara) M HCKa)KEHHE



nH(pOpMallUY, CHIKEHHE YPOBHS 3alMIIEHHOCTH HWH(GOPMALMOHHONW CHCTEMbl 00pa30BaTEIbLHOTO
yupexaeHus. Bener k BO3MOXXHOMY MaTepUaibHOMY ylIepOy 00pa3oBaTeIbHOMY YUPEKACHUIO.

4.1.7. OcymiecTBiIeHNE HECAHKIIMOHUPOBAHHBIX WH(POPMAIIMOHHBIX BO3JACHCTBUN (MOIUDUKAINS
KOH(UTypaIllMOHHBIX JaHHBIX IPOTPaMMHO-aNIapaTHBIX CPEACTB, MNOA00p ayTeHTU(UKATMOHHON
nH(pOpMaLIUY U T.I.) HA HHOOPMALIMOHHYIO CUCTEMY 00pa30BaTEIbLHOTO YUPEKICHHS, OCYIIECTBIISIEMbIX
13 BHEILIHUX CUCTEM.

HcToYHMKH Yyrpo3bl — BHEIIHHUE 3JI0YMBIIIJICHHUKHU, BHEIIHUE CUCTEMBI.

Cnoco6 (MeToa) peasu3auuy Yrpo3bl — HECAaHKIIMOHUPOBAHHBIE HH(POPMALIMOHHBIE BO3ACHCTBUS
C HCIIOJIb30BaHUEM CIIEIUATM3UPOBAHHOTO MPOTrPAMMHO-AMNNapaTHOro0 00ecIeyeHusl.

Hcnoab3yemble yA3BUMOCTH — HEJOCTATKH MEXaHU3MOB 3allUTHl MH(OPMAIIMOHHON CHCTEMBI
00pa3oBaTEeNbHOr0 YUPEKACHU OT HECAHKIIMOHUPOBAHHBIX BHEIIHUX BO3/IEHCTBUM.

Bux uHpopmManum, NOTEHIHAJIBHO MNOABEP/KEHHOH Yrpose — IIPOrpaMMHO-aIllIapaTHOE
obecnieueHre HHGHOPMAITMOHHON CUCTEMBI 00Pa30BaTEIbLHOTO YUPEKICHUS.

Hapymaemble cBoiicTBa 6€30MaCHOCTH AKTUBOB — KOH()UACHIUAIBHOCTD, LIEJTOCTHOCTD.

Bo3mo:kHbIe MOCJIeACTBUS Peaju3alui yrpo3bl — HAPYIIEHUE PEKUMOB (HYHKIMOHUPOBAHUS
MH(POPMAIIMOHHON CHCTEMBI 00pa30BATENBHOTO YUYPEXKICHHS, CHUKCHHE YPOBHS 3aIIUIICHHOCTH
MH(OPMALIMOHHONW CHUCTEMBI O0pa30BaTENbHOrO yUpeKIeHUs. Bemer K BO3MOXKHOMY MaTepHallbHOMY
yiiepOy o0pa3oBaTeIbHOMY YUPEIKICHUIO.

4.2. Ilonmutuka u nesn 6ezonacuoctu 1jss AUC

ANC nomxHa obecnieunTs ciiel0BaHUEe IPUBEACHHBIM HIDKE IIPaBUIaM 0€30I1aCHOCTH:

4.2.1. JlomwkHa OBITH OOecIiedeHa pPErucTpaus W ydeT MOoJydeHHus (BKIIouYash yKazaHWe CpoKa
neWicTBus) corjacus — oOywaromierocss Ha o00paOOTKy IpeloCTaBICHHBIX UM B 00pa3oBaTeiabHOE
YUpEKACHNUE CBOMX MEPCOHATBHBIX JAHHBIX.

4.2.2. JlomxHa ObITh o0ecrieyeHa BO3MOXKHOCTh HAJIEKHOTO XpPAaHEHHs NEPCOHAIbHBIX JAHHBIX
pabOTHHUKOB M oOyyaromuxcs (B TEUYEHHE ACUCTBHS CpOKa TPYJOBOTO JOTOBOpa M pa3pelieHHs Ha
00paboTKy NMEePCOHAIBHBIX JaHHBIX COOTBETCTBEHHO).

4.2.3. JlomxkHa OBITH 0OecTieueHa BO3MOKHOCTh Oe3omacHoro BoccranoBieHust AVIC nocie cooes
Y OTKa30B MPOTrPaMMHOI0 o0ecrieyeHns U 000pyA0BaHUsl.

4.2.4. JlomxkHa OBITH OOecriedeHa 3ammTa HHQOpMAIK, COCTABIISIONICH TEPCOHATBHBIE TaHHBIE
paOOTHHKOB M oOydwaromuxcs, HOpu ee o0paboTKe, XpaHEHUM M Iepefaue CHelHaTU3UPOBAHHBIMU
CpeACTBaMH 3aIlUTHI.

4.2.5. JlomxkHO OBITH o0ecreyeHo  HaJIW4yMe  HaJUIeXalluXx, 3alMIICHHBIX  OT
HECAHKIIMOHMPOBAHHOTO  WCIIOJIb30BAaHMsI,  MEXAaHM3MOB  PETUCTpAllMM ¥ IPEIYIPEkKIACHUS
anmuHucTparopa AVC o o0bIX cOOBITHAX, OTHOCSIIMXCS K 6e3onacHocTn ANC.

4.2.6. JlomwkHO OBITH 00ECHeueHO HAIMYHe HAUISKAIMUX W KOPPEKTHO (YHKIMOHUPYIOUIHX
CpPeACTB  AJAMMHUCTPUPOBaHMS  O€30MACHOCTH  HMH(POPMALMOHHOW  CHUCTEMBI  00pa30BATENbHOTO
YUPEKACHUS, TOCTYITHBIX TOJIBKO YIIOJIHOMOYEHHBIM aIMUHUCTPATOPAM.

4.2.7. JlomkHbl OBITh MpPEIOCTaBIEHbl MEXAaHMU3Mbl ayTEHTH(UKALUU, OOeCTeUnBaONINe
aJIeKBaTHYIO 3aMIMTY OT MPSIMOTO WJIM YMBIIUIEHHOTO HApyIIEHHUs 0€30MacCHOCTH HAPYIITUTEISIMH C HU3KUM
MOTEHINAJIOM HalaJeHHS.

4.2.8. JlomkHbl OBITH OOECHeUeHbl MEXaHWU3MBI TEHEpalWH, HAJUICKAIIero ¥ 3alUIIeHHOTO
pacripesieieHusl, YHUUYTOXKEHMs KIIOYeBOW HMHPOpMAalMU, a TakkKe MEXaHM3Mbl IIH(POBaHUSA, U
(dbopMHUpOBaHUS IEKTPOHHON IM(pOoBOH moanucH. J[aHHBIE MEXaHU3MBI JTOJDKHBI ()YHKIIHOHHPOBATH B
COOTBETCTBHUH C CEPTHUPHUIMPOBAHHBIMHU AJITOPUTMAMHU.

4.3. ITonruTuka U nean 0e30MacHOCTH I cpeabl GpyHkuuonuposanusa AUC

Cpena ¢pynknuonupobanust AUC gomxHa o0ecieunTh clie0BaHUE MPUBEICHHBIM HIDKE ITPaBUIaM
0€30MaCHOCTH:

431. NomkHa OBITh oOecrieueHa HHXCHEPHO-TEXHHUYECKAs YKPEIUIEHHOCTh OOBEKTOB
pasMelleHnst CUCTeMbl OOpaOOTKM, XpaHEHHs W Iepenadyd HH(OpMaIUH, cojepiKalleidl CBeleHUs o
MEPCOHANBHBIX TaHHBIX.



4.3 2. OOBEKTHI pa3MEIIEHUS CHUCTEMbl O0pabOTKHM, XpaHEHHWs W Tepedadun uHpopmaIuu,
COJIEp>KaIlel CBEICHUS O MEePCOHATBHBIX ITAHHBIX, JOJDKHBI OBITH 000PYJAOBAaHBI CUCTEMON OXpaHHOU
CUTHAJIM3aIIH.

4.3 3. JlomxkHa OBITh UCKITIOUYEHA BO3MOKHOCTh HECAHKIIMOHUPOBAHHOTO (PU3UYECKOTO JIOCTyTa K
MIPOrpaMMHO-AIIAPATHBIM JJIEMEHTAM CHCTeMbl OOpaOOTKH, XpaHEHHMs U Ieperayd HHQOpMaIuH,
COJIEpIKaIei CBEJICHUS O IEPCOHAIBHBIX JAaHHBIX, CO CTOPOHBI TOCTOPOHHUX JIHII.

4.34. Ha oObekTax cucTeMbl oOpaOOTKH, XpaHEHUs W Iepeaayr MHQPOPMAIMH, COJEpXKaIIeH
CBEJICHHSI O TICPCOHAIILHBIX JTAHHBIX, JOJDKHO OBITH 00ECIICUeHO HAIMYUE W HAJUICKAIIECe HCIIOIh30BAHHE
CPEICTB aHTUBUPYCHOM 3allUThI, CEPTU(PUIUPOBAHHBIX MO TpeboBaHUsAM Oe3onmacHOCTH. JIOKHO OBITH
o0ecredeHo perysipHoe OOHOBIICHHUE aHTUBUPYCHBIX 0as3.

4.35. OOBEKTBI CHUCTEMBI O00pabOTKH, XpaHEHUs M IepeAadyn WHOOpMAIUHU, CoaepKamen
CBEICHHS O MEPCOHATBHBIX JAHHBIX, JIOJDKHO OBITh MOJKIIOUEHBI K BHEITHHM BBIYUCIUTEIBHBIM CETIM
o0lIero IMoJIb30BaHMUSI C HCIOJIB30BAHHEM HAQIJIEKAIIUX CPEJICTB MEXKCETEBOTO OSKPaHUPOBAHUSA,
cepTU(UIIMPOBAHHBIX 110 TPEOOBAHUSIM OE30MTACHOCTH.

4.36. Ha oObekTax cuctemMbl oOpaOOTKH, XpaHEHUs W Iepenadyd MHGOPMAIUH, COAepKaIei
CBEICHHSI O TIEPCOHAIBHBIX JIAHHBIX, JIOJDKHO OBITh O0ECIICUEHO OTCYTCTBHE HEIITATHBIX MPOTPAMMHBIX
CPEICTB, HE UMEIOLIUX OTHOLICHHE K Mpoleccy PYHKIIMOHUPOBAHUS 00pa30BaTEIbHOTO YUPEKIACHHUS.

4.3 7. JlomkHbI OBITH 0OECIIEYCHBI YCTAHOBKA, KOHPUTYPHPOBAHUE W YIIPABICHUE ITPOTPAMMHO-
anmnapaTtHeiMu  cpeactBaMd  AMC B COOTBETCTBMM C PYKOBOJACTBAMHU U COTJIACHO OLIGHEHHBIM
KOH(Urypanusm.

4.3 8. Tlepconan, oTBETCTBEHHBIN 3a anMuHHCcTpUpoBanue AVC, nomkeH ObITh 0J1arOHAICKHBIM
Y KOMIICTCHTHBIM, U PYKOBOJICTBOBAThLCS B CBOCH JICATEIIBHOCTH COOTBETCTBYIOIICH JIOKYMEHTAIIHECH.

4.3 9. VYnonHomoueHHele Ha paboty ¢ AUC omepatopsl JOMKHBI OBITH OJIarOHAICKHBIMH,
PYKOBOJCTBOBATbCSI B CBOEW paboTe 3KCIUlyaTallMOHHOM nokymeHtauueid Ha AWC, a ux cOBMeCTHbIE
JNEHCTBHUS JIOJDKHBI OBITh HAMpaBlICHbl HCKIOYUTEILHO HA BBINOJHEHHWE CBOUX (PYHKIIMOHAIBHBIX
00513aHHOCTEH.
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